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Artificial Intelligence is a recent trend 
in machine learning, and Deep Learn-
ing is a major leap forward in terms of 
technology

Deep Learning performs complicated 
computations, therey making it suit-
able for large datasets and big data 
applications.

Large Image datasets can make use of 
Deep Learning effectively. However, 
it can also be useful for IDS applica-
tions.
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INTRODUCTION

Simple identification of an object in an image is very 
simple for even a small kid. While this might be easy 
for humans, this was extremely difficult for comput-
ers. A specific background can be identified through 
GIS, but identifying specific objects like birds, trees, 
and animals seemed a tedious task for the comput-
ers. While machine learning has been available for 
some time, it has been limited to certain criteria and 
could not be utilized for complicated predictions and 
identifications.The introduction of Deep learning has 
been instrumental in advanced capabilities and has 

taken the field of machine learning a leap forward. 
It is a type of Artificial Intelligence, where it imitates 
the process of the human brain for carrying out the 
computations and generating patterns for making 
decisions. Hence, it is also known as Deep Neural 
network. It is an unsupervised learning system where 
it can learn by creating feedback loops. It is different 
from conventional neural networks with respect to the 
number of layers. DNN contains hidden layers that are 
used for computations. 
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Although it requires computational power, it is 
not necessary to have a large amount of data with 
respect to textual data. However, when images are 
considered, it requires lots of data to the tune of 
big data. It is highly difficult for a human being to 
go through this data, and it will take years just to 
understand and retrieve the data. The introduction 
of Deep Neural Networks has largely improved the 
process and has improved the speed of training 
and classification. Large corporations now use this 
to collect user data and managing them. It has 
found itself in a wide range of applications right 

from image processing to detecting bank frauds 
over the internet, Each layer in the neural net-
work builds on the previous layers with addition-
al data related to the considered factors. Each 
factor may have thousands of data instances, 
making it extremely difficult for human computa-
tions. The Deep network may generate a pattern 
for each instance. From the different layers, the 
final layers put these together and give out the 
final instances. If an Intrusion Detection System 
(IDS) is taken as an example or implementing the 
deep network, the features of each attack will 

involve a hidden layer. See Also: How to Best 
Select the dataset and sizes for building IDS 
ModelsIn the previous article, the datasets are 
discussed, and it is known that there is a pres-
ence of unnecessary features in the datasets. 
These can be removed using feature selection 
algorithms. With feature selection, unneces-
sary defunct features will be removed. These 
features not only remain unnecessary for the 
classification and training process, rather they 
affect the performance by reducing the accu-
racy and increase the classification time. These 

reduced features each form a hidden layer where 
they are mapped through each of the individual 
features of instances. Each instance acts as an 
Input and then passes through the various hidden 
layers and finally results in two outputs, where it will 
be classified into attacks or normal traffic. In some 
datasets, multiclass results are available, and hence 
each attack is represented by an output. Hence, the 
number of outputs is not two but depends on the 
number of attacks .When the training dataset is giv-
en to the DNN, the artificial neuronsget assigned in 
such a way that it can solve related solutions.Hence 
when unlabelled attacks are sent to the classifier, it 

can be able to identify the attacks with high pre-
cision. Due to the higher number of hidden layers, 
they are able to identify the attacks with higher 
accuracy.
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Neural networks are sometimes not preferred 
since they start blankly without any knowledge 
and then pass through to get accurate models. 
Since they do not make any assumptions on the 
functional correlation between input and output, 
they are considered to be inefficient. However, 
this is only applicable for very small data. This 
issue will not be faced in large datasets; hence, 
this algorithm can be considered whenever large 

datasets are considered.
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Engineering and Technology Lab at Phd Assistance is 
involved in exploring novel research areas for the chal-
lenges faced by today’s technology-oriented business 
or organisation, the market, the economy, finance and 
sales. The research team explores and identifies troubling 
questions that exist in scholarly literature, in theory, or in 
practices that needs 
deliberate investigation.
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