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Abstract—Deep Learning is a major leap forward in terms of tech-
nology, however they are easily susceptible to Adversarial attacks.
Adversarial attacks are a major problem to Intrusion Detection 
Systems since they are difficult to implement. It is necessary to 
identify feasible and effective solutions for providing security 
against the attack. 

Index Terms—  Computer Science Research, Artificial Intelligence, 
Machine Learning, Training Error, Adversarial Attack

I.   RESEARCH PAPERS

Adversarial attacks are inputs to a model introduced deliberate-
ly and designed by attackers to malfunction the detection sys-
tems by modifying the trained models (Wang, Li, Kuang, Tan, 
& Li, 2019). In image data, the attacker modifies the images 
slightly in such a way that it seems good in a visual sense, but 
the model recognizes it as some other object. This is similar to 
creating an optical illusion for the models(S. Chen et al., 2018). 

Let us review some of the literature dealing with Adversarial 
attacks. 

A.  Perturbantion optimized black-box adversarial attack via 
genetic algorithm (POBA-GA)

J. Chen, Su, Shen, Xiong, & Zheng,(2019) has studied adver-
sarial attacks and proposed a novel technique for dealing with 
it. According to the paper, deep learning models are more vul-
nerable to the attacks. It is difficult to provide security against 
such attacks and the existing models are not robust enough. The 
recent attacks use their own target models with their own eval-
uation metrics. Since this attack takes place suddenly and its 
characteristics are difficult to analyze, it comes under the cat-
egory of black box. White box attacks are easier to detect and 
prevent when compared to black box attacks. Hence, a novel 
Genetic algorithm based approach known as Perturbation Op-
timized Black-Box Adversarial Attack Genetic Algorithm (PO-
BA-GA) has been proposed for getting the results comparable 
to white box attacks. The fitness function has been designed 
specifically for more efficiency. Also, the diversity of the popu-
lation is modified accordingly for better perturbations. From the 
analysis, it has been seen that the algorithm works efficiently 
better than the existing techniques. However, this study uses CI-
FAR-10 and MINST datasets which are old and outdated. More 
recent datasets can be used for further analysis.

B. Adversarial attacks on deep-learning based radio signal 
classification

Sadeghi & Larsson,(2019) has also focussed on deep learn-
ing algorithms with respect to adversarial attacks. It has been 
seen that the deep learning is very vulnerable to these types of 
attacks in spite of its success in other applications. This paper 
uses the deep learning for radio signal applications and hence 
considers both black box and white box attacks. The classifi-
cation efficiency is greatly reduced by these attacks with lots 
of perturbations in the input side. The work has been analysed 
and it has been seen that not much power is required for in-
ducing the attacks into the signals. On the other hand, conven-
tional jamming requires lots of power to attack. Hence, it has 
been conveyed that there is a loop hole in using deep learning 
techniques. However, a suitable solution is not provided to 
address the issue in this work. 

C.  Fuzzy classification boundaries against adversarial network 
attack

Iglesias, Milosevic, & Zseby,(2019) has proposed fuzzy 
based approach for classifying the boundaries against adversar-
ial attacks. The methods will learn on their own for preventing 
the attackers from taking advantage. These attacks are either 
modified old attacks or new network attacks. This paper has 
proposed to distort the boundaries of classification approach to 
improve the efficiency of detection of the attacks. This is done 
to fix the problem where the machine learning has learning de-
ficiency due to the fixed boundaries. The distorted boundaries 
fix this issue and hence the training takes place well. Decision 
Tree approach has been used as a classification technique and it 
has been tested with both linear decision tree and fuzzy decision 
tree. It has been seen that the performance of the classification 
has improved when the membership score is considered as ad-
ditional feature. Since fuzzy is used, it is easier for identifying 
the adversarial attacks. The accuracy of detection is however 
not as high as expected since it has an accuracy of 76% for KDD 
dataset and 84% for NB15 dataset.

D.  Adversarial examples for CNN-Based malware detectors

Convolutional Neural Network (CNN) has been useful in 
various applications like identifying images, classifying texts 
and speeches with great efficiency. However, when their per-
formance is tested with adversarial attacks, it is not as expected. 
The existing techniques with neural networks have low effi-
ciency, hence two novel approaches with white box techniques 
were proposed in B. Chen, Ren, Yu, Hussain, & Liu, (2019) 
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to evaluate other malware detection techniques. Gradient based 
algorithms has been incorporated to one of the white box algo-
rithm and an accuracy of 99% has been obtained. However, if 
the parameters and structures are not known, then the obtained 
accuracy is 70%. Additionally, adversarial training is performed 
for resisting evasion attacks. Also, the security risks of existing 
adversarial approaches are used as an example for the training 
process. The process has been proved to work effectively. In 
this work, a novel classification technique is not proposed, but it 
is tested on existing techniques. 

E.  Defending non-Bayesian learning against adversarial attack

Su & Vaidya,(2019) have proposed a novel technique to pro-
vide security against adversarial attacks. The models collect 
data continuously to understand the characteristics of the at-
tacks and hence train continuously. However, there is a problem 
of non-Bayesian learning in the network. This paper solves this 
problem by considering the adversarial agents for the analysis. 
Lots of Byzantine faults are present which must be addressed. 
Two rule based approaches are proposed and the approach 
works even when there is no data transfer. It has been seen that 
there is an adjustment between the ability to achieve consensus 

and the problem of network detectability. This problem will be 
addressed as a future scope.

F.  Defending against whitebox adverasial attack via random-
ized descretization

While, other papers have used machine learning techniques, 
(Zhang & Liang, 2019) have used randomised discretisation for 
Whitebox adversarial attacks. Since the adversarial perturba-
tions reduce the accuracy of the classification, a simple and ef-
fective defence strategy is proposed and analysed. First, random 
Gaussian noise is introduced, and then the pixels are discretised 
and then given to any classification approach. It has been seen 
that this randomised discretisation decreases the differences be-
tween actual and adversarial packets leading to better effective-
ness in terms of classification accuracy. Datasets are selected 
and then implemented for measuring the performance. It has 
been seen that the proposed approach boosts the efficiency of 
detecting the adversarial attacks. In this work, a novel classi-
fication technique is not proposed, but it is tested on existing 
techniques.

TABLE I
SUMMARY OF THE LITERATURE ARTICLES
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II.  CONCLUSION

• From the critical review of the literature, it is seen that there 
are difficulties in creating models theoretically for the adver-
sarial process.

• The machine learning approaches must create very good out-
puts and must perform very well for efficient detection of ad-

versarial attacks.
• Some of the literature have used old datasets (J. Chen et al., 

2019), which others have identified the problems empirical-
ly without providing any particular solution to the problems 
(Sadeghi & Larsson, 2019). 

• Solution is provided to existing techniques in some literature, 
but novel techniques are not suggested (B. Chen et al., 2019; 
Zhang & Liang, 2019). The solution has been provided and 
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implemented in Iglesias et al., (2019), however, the accuracy 
of detecting the attacks is low.

• Most of the available techniques are hence not very effec-
tive in predicting the adversarial attacks even though they are 
very efficient in detecting ordinary attacks.Hence, creating an 
effective defence approach is very much a necessity for the 
future. More adaptive techniques will be the major objective 
of future Intrusion Detection Systems. 
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